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A virtualization layer for dealing with distributed confidential data
resources

Reguirements to virtualization services in the
context of biomedical data

Data Management on a Grid Data Management Virtualization Layer

e Applications require data at very large scale, both In e Data Access: OGSA-DAI as the core providing

size and distribution Standard mechanisms for data access & discovery

standard mechanisms for discovering and querying .

of distributed data resources at different locations

e (Complexities of data management on a grid arises from distributed data resources

- Scale e Transformation: Load dynamically data definition e Transformation of heterogeneous data

- Dynamism schemas into the transformation engine to transform * Security Handling

- Autonomy the queried data into a unified ,biomedical“ data format - Authentication & Authorization

- Heterogeneity e Security: - Secure Transmission / Encryption

- Distribution - Extend the OGSA-DAI security mechanisms with - Anonymization of confidential data
more sophisticated functionalities e Monitoring & Notification Handling

— Layer of virtualization services that is transparent to - Use a policy driven model like the TrustCoM project

users and that guarantees access in a consistent, - Anonymization as part of the transformation process

data resource-independent way * Notification: Use the WGSRF notification mechanisms

for any internal message exchange including infor-
mation as well as error messages

Existing Data Management Technologies Conclusions

e [Data access to distributed biomedical data resources

OGSA-DAI

(Open Grid Services Architecture Data Access and Integration)

San Diego Supercomputer Center

Storage Resource Broker [SRB) must be controlled by a sophisticated Data Management

System (DMS)
e High sensitivity of biomedical information demands strong
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Web Service Standard
(SOAP over HTTP)

Library Functions
(Perl, Java)

Library Functions for
Higher Level Software

Data can be transformed,
but needs to be adapted

Not provided

Not provided

X.509 Certificates

User Certificates

Password Authentication

Message/ Transport-
Level Security

Transport-Level Security/
WS-Security

Mechanisms for data
encryption

Not provided

Not provided

Not provided

Simple logging but no
notification system

Logging & Bookkeeping
Subsystem

Simple logging functiona-
lities

Source available - desig-
ned to be extendable

Source not available

Source available for
academic research

Mainly used in Grid pro-
jects around the globe

Virtual File Systems

Virtual File Systems
(Digital Libraries]

The Data Management Technologies with respect to the fulfillment of
requirements for biomedical data resources

e (Common solutions do not strongly fulfill the specific prerequisites
e (OGSA-DAI provides a good basis but different services
need to be adapted
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