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Abstract With more distributed and at the same time
more complex interdisciplinary business workflows, se-
curity issues are of the utmost priority and importance
while developing collaborative working environments for
business partners and / or academic institutions. Sev-
eral levels of security implying trustworthiness among
participants have to be considered in order to meet ap-
propriate (business) goals without violating legal issues
as well as keeping the privacy of single users.

The following paper shall give a brief overview of se-
curity requirements to be considered within the EU Re-
search Project CoSpaces'. Technological concepts, fo-
cusing on user authentication, user authorization, and
secure data exchange, shall be explained in more detail,
and how these are exploited in a concrete usage sce-
narto.
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1 Introduction

Current B2B? collaborations take place in a very
limited and even reserved way. Most cross-
organizational data transfer is carried out via a sim-
ple e-mail exchange between corresponding busi-
ness partners. These messages typically contain
confidential information that is usually neither en-
crypted nor digitally signed. Instead of directly ac-
cessing data at the appropriate location or sharing
data across different partners within a secure envi-
ronment, for example a Virtual Organization (VO)
[1], many companies are afraid of having their data
abused not only by a third party, but in the same
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way even by the trusted organization(s).

CoSpaces [2], an Integration Project (IP) under
the 6th Framework Programme of the European
Commission, aims to develop a reference architec-
ture and implementation framework to support the
setup and execution of dynamic sessions for design-
ers and engineers in the aerospace, automotive, and
construction sectors. The project’s main challenge
is to meet the requirements of workers within these
fields, supporting the dynamic nature of collabo-
rative work, whilst considering associated issues of
trust and security. The system shall provide in-
formation support to users, supporting knowledge
of availability of users and applications, and must
also consider current user contexts. Specifically,
the framework will support users in the on-demand
selection of participants, documents, and data re-
quired in a collaborative session. Participants will
be easily integrated into collaborative sessions with
regards to their access to and from both their co-
collaborators and applications, requiring partner
machines that can be automatically configured for
ad-hoc collaborations.

Similar approaches with a focus on dynamic com-
position of services regarding business aspects have
been considered in other projects, like Akogrimo®
[3] and TrustCoM* [4]. The currently running IP
BREIN® extends this eBusiness approach by merg-
ing semantics, agents, and Grid technologies to pro-
vide an intelligent, self-manageable infrastructure
[5]. However, these approaches do not consider the
needs of collaborative user sessions.

To face real user’s needs and requirements, con-
crete user scenarios (compare to figure 1) have been
developed in co-operation with industrial partners,
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and these will be evaluated against the defined con-
cepts. Sharing data and documents between part-
ners stresses security issues to be of the utmost
significance while developing collaborative working
environments for business partners. These include
several levels of security implying trustworthiness
among participants to meet appropriate collabora-
tion goals without encountering legal issues as well
as maintaining the user’s privacy.

Figure 1: Innovative collaboration environment
within CoSpaces

In the following, we will present general secu-
rity issues to be regarded while developing envi-
ronments for dynamic business collaborations, cor-
responding technologies that meet those require-
ments, as well as an example demonstrating such
a secure infrastructure to be realized within the
CoSpaces project.

2 Security Requirements

Focusing on distributed collaboration environments
between organizations across different countries,
the specific and even dynamic requirements for ser-
vices and applications regarding security issues dif-
fer from normal local collaboration federations.

In order to determine appropriate technologies for
different usage scenarios, we have analyzed and
roughly summarized important prerequisites.

e The easy usage of the collaboration platform
should be provided through a decentralized au-
thentication and authorization model based on
a Single-Sign On (SSO) procedure across and
within organizational boundaries

e The dynamic setup of collaboration partners
including also the dynamic setup of firewalls

in order to guarantee that only trusted part-
ners are allowed to execute corresponding op-
erations

e Hierarchical user roles and unified user at-
tributes to perform role-based access control

e Dynamic management and control of
attribute-based access policies necessary
to authorize users before accessing services,
applications, and resources

e The data being shared between partners is only
available for those being foreseen for the col-
laboration

e The control about who is allowed to access
data, services, and applications remains at the
corresponding resource or service provider site

e Recording of user interactions (what you did
or tried to do) for auditing, accounting, and
prizing

e Secure data transmission based on data en-
cryption on different levels (e.g. encrypted
messages as well as secure protocols) guar-
anteeing trustworthiness and integrity of ex-
changed information

e Additional security for data storage due to
high sensitivity of exchanged information

e Keeping the user’s privacy and protecting his
confidentiality by anonymizing personal data
and / or excluding irrelevant information be-
fore messages are transferred

e Satisfying requirements under the Data Pro-
tection Act as well as explicit consent from all
parties concerned

3 Technological Concepts

Several technologies and solutions that meet pre-
sented requirements have been considered. Shibbo-
lethS [6] could be used for authentication and au-
thorization of users concentrating on the decentral-
ized approach. Security of communication between
machines could be ensured by using for instance
the Grid Security Infrastructure (GSI) [7]. While
dealing with simple Web Services or even invoking
applications directly, other standards such as WS-
Security [8] or SSL7 should be utilized. As provided
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solutions are complex and contain many separate
components, different setup patterns can be used
in various ways. The approach taken to provide
authentication, authorization, and data encryption
within the CoSpaces project will be described in
detail in the following sections.

3.1 Authentication and Authoriza-
tion using Shibboleth

Since the CoSpaces project involves intensive col-
laboration between several institutions across dif-
ferent countries around Europe, a scalable, decen-
tralized, and flexible authentication and authoriza-
tion system is essential. In our approach, the ser-
vice / application providers make authorization de-
cisions basing on the attributes assigned to the user
by his / her organization. This protects the re-
sources without harming the flexibility and main-
tainability of the working environment. The ar-
chitecture of Shibboleth perfectly meets the above-
mentioned requirements.

The basic Shibboleth components need to be con-
nected to different elements of the CoSpaces infras-
tructure, generally named as the Home Organiza-
tion (HO) and the Application Controller (AC). In
figure 2, these components are shown together with
corresponding CoSpaces elements.

Home Organization (HO)

Local IdentMgmt System

w | &

User
Directory

Application Controller (AC)

WAYF

Access Control

PDP

Figure 2: Location of Shibboleth modules together
with other components

There are two security-related tasks that Home
Organizations in CoSpaces should handle. Firstly,
the HO is responsible for the authentication of peo-
ple who belong to this institution. This is usually
performed by their own system - for example us-
ing a LDAP-Server. After successful authentica-
tion, a handle including a proper Security Asser-
tion Markup Language (SAML) entry will be cre-
ated and passed to the AC using a cookie session
mechanism.

The second task of the HO is to manage attributes
of users. Resource providers ask the HO for autho-
rization attributes associated with a given handle
by sending a request to the HO’s Attribute Author-
ity (AA). Once more, SAML information encapsu-
lating those attributes is created and sent back to
the provider (compare with step 7 and 8 explained
in figure 3).

The Application Controller to be developed within
CoSpaces also binds different security functional-
ities. It is responsible for checking a user’s au-
thentication, which is mainly done by the Service
Provider (SP) module provided by Shibbolehth. In
the case of an unknown user, the WAYF® service
redirects the unknown person to his / her cor-
responding HO in order to authenticate the user
against the ”shibbolized” infrastructure. If some-
one wants to access a resource behind the AC, the
SP also demands authorization. Then, the At-
tribute Requester (AR) sends a message to the
user’s HO using his current security token and re-
quests the attributes which can be passed to a local
Policy Decision Point (PDP) [9], which grants or
denies access to a specific service or resource.

3.2 Secure Data Transfer

At the lowest level of communication we must
ensure that data is transferred via a secure
conversation between different parties. Firstly,
we have to ensure a secure communication as
well as message integrity in communication be-
tween users and components over an un-trusted
network, like the Internet. A solution is
the ”Transport Layer Security”/”Secure Sockets
Layer” (TLS/SSL) paradigm. The second concern
is to make nodes communicate only with trusted
machines and services that are part of the federa-
tion. To ensure that, the Grid Security Infrastruc-
ture (GSI) or WS-Security can be applied depend-
ing on the provided services and technologies.
Apart from internal collaborations within the cor-
responding company intranet, CoSpaces assumes
that parties also connect with each other over the
Internet where encrypted data exchange is a pre-
requisite for security reasons. Specifically all infor-
mation being sent between user site, Home Orga-
nization, and provider site has to be secured. The
most popular solution, based on a public key cryp-
tography, is the TLS/SSL protocol.

The Secure Sockets Layer, which can be placed be-
tween the network connection layer (e.g. TCP/IP)
and the application protocol layer (e.g. HTTP),
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establishes secure communication based on mutual
authentication, integrity based on digital signa-
tures, and privacy based on encryption.

One of the problems in providing security within
Virtual Organizations is to make sure that grid
nodes know and recognize each other. This means
nodes in a collaborative working environment can
contact each other and be sure that security is suf-
ficiently assured. To provide this, Grid Security
Infrastructure is applied. When resources get re-
quests from some user(s), they have to perform a
verification on two levels: check if the user is al-
lowed to access a specific resource (user authoriza-
tion) and if communication with target service is
done in secure way (encrypted information).

GSl is also based on a public key cryptography. The
central element in GSI is a certificate. All parties
in the Grid are typically identified by certificates
which contain the following information: subject
name - object for which certificate is issued, public
key of an object, the identity of the Certificate Au-
thority (CA) and signature of the CA. Certificates
are encoded in X.509 format [10]. Users can gener-
ate proxy certificates with short life-spans that are
passed from one component to another and form
the basis of authentication, access control, and log-
ging.

GSI provides low-level authentication meaning that
nodes know and trust each other. It allows access
to nodes directly from other machines but it does
not provide access to resources for particular users.
This is done for example using the Shibboleth ap-
proach.

4 CoSpaces Usage Scenario

In the following figure and usage scenario, we as-
sume to have an Application Controller as the basic
communication and controlling element installed at
each partner site which coordinates every outgoing
as well as incoming request by consecutively en-
forcing different activities such as authentication,
authorization, or message encryption on request ac-
cording to the current circumstance.

Specifying a typical use case, we consider the fol-
lowing situation where a user wants to access and
execute an application provided by a specific busi-
ness partner. Basically, access to this application is
restricted and only permitted to users participating
within the CoSpaces collaboration working environ-
ment. To run and use the application, the following
steps are needed and principally performed in an
more or less automated way.
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Figure 3: Typical usage scenario depicting the core
security operations

1. A user wants to invoke the application directly
but his request is interrupted by his own local
Application Controller (AC)

2. If the current user is unknown meaning he
has not a valid session id (session cookie set
by Shibboleth) he is redirected by the WAYF
service to his home organization via a secure
channel (e.g. HTTPS)

3. His Home Organization (HO) acting as a Shib-
boleth Identity Provider (IdP) forces him to
provide his credentials (usually username and
password or optionally X.509 certificates) in
order to authenticate himself

4. The login information provided is verified by
the local identity management system (e.g.
LDAP repository) and authentication informa-
tion is sent back to the IdP which accepts or
rejects the inputs

5. If the user is successfully identified, his call is
either encrypted before delivering for example
using GSI in the case of dealing with grid ser-
vices or WS-Security for simple Web Services,
or his data is transferred via a secure channel
like HTTPS, SSL, SSH, or even VPN to the
appropriate endpoint

6. Arriving at the remote AC of the correspond-
ing partner, the request is now interrupted by
the Service Provider (SP) component, which
indicates that the partner is also ”shibbolized”

7. In order to grant access to the local appli-
cation, the Attribute Requester (AR) at the
partner site requests user attributes from the
Attribute Authority (AA) of the user’s HO

Application




8. The AA responds with a set of specified at-
tributes based on the user’s security informa-
tion (SAML token)

9. To manage access control, a Policy Decision
Point (PDP) which contains a set of access
policies is called and the current user at-
tributes are compared to the existing policies

10. If access is permitted, the user’s request is de-
crypted before he can finally run the applica-
tion, and if access is denied, his request is re-
jected and sent back to his local AC which then
does some kind of exception handling

5 Conclusions

Dynamic collaboration based on distributed busi-
ness workflows, is an exciting and promising field of
interdisciplinary cooperation and will provide new
and interesting working environments that facili-
tate cross-organizational data exchange and com-
munication. It has attracted worldwide attention
and several international research projects have al-
ready designed and implemented first prototypes
for appropriate infrastructures. Currently, there is
one big lack, which all these developments com-
prise. Security is seen as important and critical
but instead of looking for a flexible solution, almost
every project is favoring a static security infrastruc-
ture, which does not allow dynamic changes and /
or adjustments, particularly during runtime.

In this paper, we have presented the vision of the
FEuropean Research Project CoSpaces, which aims
to create ad-hoc collaborative work environments
that guarantee the utmost dynamic configuration
for providers and customers without neglecting im-
portant security issues. We have identified some
key features and requirements, which make the mis-
sion of CoSpaces different to current collaboration
infrastructures. A short overview of technologies
involved was given and how those could be applied
within CoSpaces to meet the overall objectives and
to overcome the difficulties of current approaches.
We hope that CoSpaces will have a great impact
on almost every aspect of future business collabora-
tions and will also play an important role in future
research projects.
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