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The ViroLab projectThe ViroLab project
• Funded by EC within the 6th Framework Programme in the 

area of integrated biomedical information for better healtharea of integrated biomedical information for better health 
• 12 partners from 8 different European 

countries
3 j t (2006 2009)• 3 years project (2006-2009)

• Experts from multiple disciplines 
(Physicians, virologists, epidemiologists,( y g p g
computer scientists)

• Develop a “Virtual Laboratory” for 
medical experts that allows clinicalmedical experts that allows clinical 
studies, medical knowledge discovery, 
and decision support for HIV drug 
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MotivationMotivation
What we had… 
• Distributed teams/groups/researchersDistributed teams/groups/researchers
• Distributed resources providing heterogeneous

data/information and capabilities
Di t ib t d li ti d kfl• Distributed applications and workflows

But: we have a common goal…

What we need… 
• Integration of users, data, workflows, applications,

i t hi ti t d i tresources into one sophisticated environment
• Interdisciplinary collaboration and research
• Dynamic, on-demand and secure accessibility

of resources and knowledge
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Virtual Laboratory ArchitectureVirtual Laboratory Architecture
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ViroLab Data Access and IntegrationViroLab Data Access and Integration
• Usage of established HIV database management system: RegaDB
• Data conversion extraction and anonymisation occur within each hospitalData conversion, extraction, and anonymisation occur within each hospital
• Set of virtualisation services - Data Access Services (DAS) - that allows 

users to perform several activities on dispersed data resources
• Single/central entry point for all• Single/central entry point for all 

data requests representing the only 
“visible” and accessible system

• Secure data exchange and proper 
access control for certain resources

• Integrated with existing frameworksIntegrated with existing frameworks 
(Shibboleth, OGSA-DAI) to ease 
development and improve 
f i li
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ViroLab Data Access and IntegrationViroLab Data Access and Integration
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ViroLab Security InfrastructureViroLab Security Infrastructure
Access to virtual laboratory functionalities is provided through the ViroLab
Portal
Two-step authentication and authorisation procedure
Authentication based on Shibboleth

Decentralised and dynamic Virtual Organisation (VO)- Decentralised and dynamic Virtual Organisation (VO)
- Single-Sign On
- Trustworthiness among the members of the Shib federation through
metadata exchange (technically) and signed documents (legally)

- Home organisations are responsible for users' identity management
- communication through SAMLcommunication through SAML
- Possibilities for authentication: Username/Password or X509 certs
Each resource can be secured by setting a proper policy
A ib b d l i XACML ifi i hAttribute-based access control using XACML specifications at the 
corresponding service provider site
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ViroLab Security ArchitectureViroLab Security Architecture
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Data Resource Protection - ApproachData Resource Protection Approach
• Final authorisation decision up to the data resource’s owner
• Access control handled with the aid of so-called access control policiesAccess control handled with the aid of so called access control policies
• Policies implemented using established policy description language: 

XACML
• Attribute based access control approach:• Attribute-based access control approach:

The policies contain a set of rules specifying the required attributes 
(conditions) to become authorised for certain resources

• User-friendly graphical interface for dynamically adding, updating, 
removing policies

• Automatic notification in case of changing policies 
-> transparent re-authorisation
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Data Resource Protection - ImplementationData Resource Protection Implementation
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ConclusionsConclusions
• Collaborative working environment to foster cross-organisational data 

exchange, communication, and research for infectious diseasesg , ,
• Decentralised security architecture
• Usage of existing standards and technologies
• Creation of simple and/or highly detailed access control policies• Creation of simple and/or highly detailed access control policies
• One standard access control policy language (XACML)
• Flexibility and dynamicity during the security management through VO 

approach and attribute-based access control
• Fast and easy generation, change, and upload of policies through nice and 

user-friendly graphical interface
• Future developments will further strengthen

- Fine-grain access control 
- Encrypted policy management- Encrypted policy management
- Trust management
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Where to find more about ViroLab?Where to find more about ViroLab?

http://www.virolab.org

http://virolab.hlrs.de http://virolab cyfronet pl
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Thank you for your attentionThank you for your attention.

Any questions?
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