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1. Executive Summary

This document constitutes the description of the second prototype of ViroLab
Virtual Laboratory software, developed after 24 months of the project duration
and encompassing integration of presentation layer, collaboration services and
the workflow provenance system. This prototype is based on the design defined
in the specification deliverable [D3.2]. A website featuring the properties and
capabilities of this Virtual Laboratory can be found at http://virolab.cyfronet.pl/.

Here, a brief description of the overall architecture of the ViroLab Virtual
Laboratory prototype is provided and the main focus of this deliverable is a
presentation of the integration of VL components. As indicated, the prototype of
the Virtual Laboratory incorporates specific functionality of its constituent
components. This functionality enables it to be applied to executing real-life
experiments from the virology domain.

The deliverable is structured as follows:

e Section 2 presents the current status of Virtual Laboratory development.
This section is not intended as an in-depth description of VL components
but rather as a brief summary, preceding subsections devoted to VL
functionality elements and detailing their current status.

e Section 3 discusses integration of the runtime system with middleware and
presentation layers.

« Section 4 presents collaboration tools that have been integrated for use
with the ViroLab Virtual Laboratory.

» Section 5 presents the Data Access Service and its integration with the
ViroLab Portal.

« Section 6 presents the provenance tracking system and its interoperation
with other components of the ViroLab Virtual Laboratory.

e Section 7 contains a list of publications relevant to Virtual Laboratory
development.

e Section 8 contains closing remarks.

The demonstration of the capabilities of the integrated system is distributed
throughout the document. Instead of having one, possibly confusing chapter on
demonstration the state of integration is presented in each section (through an
example use case within the system enabled by a certain integration point).
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2. Current Status of the Virtual Laboratory

The ViroLab Virtual Laboratory [Bubak07, Gubala07] combines a set of tools and
services that provide the HIV research groups with a collaborative workspace to
perform virtual (in-silico) experiments, gather their results, share ideas among
the members and, finally, help the medical doctors treat HIV-infected patients.
In order to achieve this ambitious goal, the WP3 team performed a series of
important steps that resulted in specific deliverable documents produced in the
earlier stages:

The state-of-the-art research to learn what solutions, methods, and
technologies are already available that could help building the Virtual
Laboratory infrastructure (see [D3.1]);

The ViroLab Virtual Laboratory design that encloses the architecture and
the future behavior of the system, its use cases, functionalities and
implementation plans (see [D3.2]);

After the first part of the realization process the work package delivered a
first prototype of the core Virtual Laboratory components along with
accompanying manuals and documentation (see [D3.3] and appendices).

Users M Experiment f% Scientist Vi
developer

Experiment Experimelnl ViroLab Portal Decision Support
Interfaces Planning plan {incl. Experiment System
Enviranment Management Interface)
Runtime Virtual Laboratory runtime components -
(Required to select resources and execute experiment scenarios) £
Sarvices || Computational services Data services éf;’?
WS, WSREF, components, johs) (DAS data sources, databases) i u)
Infrastructure Grids (EGEE), Clusters, Computers, Network

Figure - 1: Different layers of the ViroLab Virtual Laboratory.

To briefly introduce the idea of the ViroLab Virtual Laboratory (Figure -1) let us
start with the conceptual view of the solution and the intended classes of users:

ViroLab

Experiment developers, who combine their technical skills and the
knowledge of the virus analysis domain to plan new types of virtual
experiments taking place inside the Virtual Laboratory

Scientists, who are the main recipients of the experiments built by
developers and who use these experiments to extend their knowledge of
the virology and epidemiology field

Clinical virologists, who use the knowledge of (possibly many) virology
experts, and dedicated decision support tools, to help the medical doctors
in treating HIV-positive patients.
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These users perform their respective tasks employing dedicated tools (that are
grouped in the interfaces layer of Figure -1). Then, a generic runtime component
is provided to be able to support (with software services and hardware
machines) all the tasks performed by the users with their upper-layer tools. This
runtime part serves as a connection to both other tools and to lower-layer
resources dispersed in the virtual laboratory. Those are mainly (clinical) data
sources and analysis computational services, although some specific task-
oriented services are also available there (e.g. Experiment Repository, laboratory
Result Data Store etc. - please consult [D3.3] for more detailed description of
runtime services). Finally, these services run on physical equipment (the bottom
layer).

This document reports on integration of the components of the Virtual Laboratory
and gives the development progress report. All the changes and advancements
in this document are given in relation to the state of the First Prototype that is
described in [D3.3] and the authors assume the reader is familiar with this
document. Below there is a summary of the advancements reached in the parts
of the Virtual Laboratory that are developed within WP3 (see Figure -2) and later
sections will present the progress and the state of integration in more detail.

Presentation I—
Experiment <...:> Dedicated tools for different classes of users: | o ..o Przsg::nsce
P go Portal, IDE, application specific GUI A
Repository | £8 Tracking System
5 | Tracks
53 @ @ e Search@ experiments
o : provenance
Data Access | £ | § Grid
Unified Secure access | € | ® 2 Rs;g:'jsﬁss Resources Events regarding ‘ ‘
nifie : - | 88 state provenance
Data to multiple & E = Contains descriptions ' ————
Sources | sour CE}’CS of data E g of available resources L _ Middleware and
in uniform way | 2 Sc Monitori
. . onitorin
2 GridSpace Engine | &8 S
Laboratory DB E Executes in-silico 3 Support for multiple
for experiment | | % experiments §3 technologies incl.:
results = .| Ws, EGEE, MOCCA
L

Figure -2: Simplified architecture of the ViroLab Virtual Laboratory

2.1.GridSpace Engine and Runtime Services

As thoroughly described in [D.3.3], GridSpace Engine [Ciepiela07] is
considered as a facade service that provides access to virtual laboratory
functionalities. Such a facade is intended to be employed by vast range of
existing and foreseen dedicated tools e.g. by those contained in presentation
layer. Most notably, it is an architectural unit responsible for running in-silico
experiments as well as a proxy facade for Data Access Service. In order to fulfil
these responsibilities GridSpace Engine directly engages several specialized
architectural units such: Grid Operations Invoker, Data Access Client and
Experiment Repository Client whose status is discussed in details in further
paragraphs.
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2.1.1.GridSpace Engine

Compared to status from Section 4.1 of [D.3.3] a significant progress took

place that results in a number of new features, enhancements and corrections.

ViroLab

GSEngine API - GSEngine provides simplified and compact yet powerful
Java API that constitutes uniform access for GSEngine capabilities
concealing underlying implementations e.g. local, embedded engine
implementation or remote engine access though wire protocol.

o Application URI - GSEngine API introduced the concept of
Application URI that unifies identification of application. This way of
application identification is easily extendible since it's plain
hierarchical URI. It denotes where application is stored and how it is
to be provided to the engine. E.g. prefix ‘apprepo’ denotes that the
source code of the application can be found in the Application
Repository e.g. virtual laboratory Experiement Repository. Prefix
‘apprepo:svn’ denotes that application is stored in the Application
Repository implemented over Subversion (SVN) source code
management server. Furthermore, the ‘callback’ prefix denotes that
application code would be provided by caller tool through callbacks
(discussed in below). Currently supported prefixes are:
‘apprepo:svn’ and ‘callback’.

o Evaluation Callback - application while calling GSEngine API has
to have provided implementation of Evaluation Callback interface,
that enables interaction between engine and caller application. It is
employed for e.g. user data inputs, accessing locally stored files or,
optionally, to provide application source code.

Ruby Interpreter - GSEngine has embedded Ruby interpreter, namely
JRuby, properly customized to fit to GSEngine.

o JRuby 1.1 - Currently GSEngine uses the newest version of JRuby
- 1.1-RC1 that surpasses its predecessor with enhancements such
as mechanism for easily pluggable gems and Java libraries or
unification of Ruby loadpath and Java classpath that improves
interoperability between Ruby and Java.

o Source code resolvers - JRuby is extended with several source
code resolvers that are able to upload application source code e.g.
from Application Repository through Application Repository Client,
or to ask caller application for application source code through
Evaluation Callback interface.

o Injection of application context objects - Applications
interpreted within JRuby interpreter are provided with application
context information through injection of global constant objects. It
allows for instance accessing functionalities of GSEngine such as
interactive user data input.
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ViroLab

Runtime libraries - Ruby interpreter of GSEngine comes along with a set
of runtime libraries that enables to access functionality of virtual
laboratory from the level of experiment code. New libraries are easily
addable by simply placing them in the classpath of GSEngine. Aside the
most notable and robust virtual laboratory runtime libraries such as Data
Access Client or Grid Operations Invoker (discussed further) some
additional libraries have been and are being provided.

o Data input library - A dedicated library is provided to access files
stored locally on caller application file system, and to interact with
caller application in order to get some user data through e.g. forms.

o Domain ontology events publisher - A dedicated library for
publishing domain-related events e.g. reporting new drug ranking
issued, that can be used from the level of source code of
application.

Data Access Facade - Apart from its interpreter GSEngine proxies Data
Access Server so that data sources can be accessed not only from the
level of code of application through Data Access Client runtime library but
also by arbitrary tools through GSEngine API.

Monitoring ability - Application launched within GSEngine interpreter
are monitorable via events reporting. Engine reports events corresponding
to application start, application end, grid operation invocation start and
grid operation invocation end.

o Application Correlation Identifier (ACID) - Events are
correlated owing to unique identification of application run. Each run
is assigned with unique ACID that supplements each event reported
by GSEngine.

Integration with Shibboleth security infrastructure - GSEngine can
operate in Shibboleth security infrastructure since it accepts application
evaluation requests that contain credential of ‘user handle’ which is
afterwards stored in application context and passed to security-enabled
Data Access Client, Grid Operations Invoker and Application Repository
Client.

o Authorized Access - GSEngine is secured from access by
unauthorized parties, namely, parties not belonging to any trusted
Shibboleth Home Organization.

Remote Access - GSEngine API has currently two implementations: one
is the GSEngine embeddable in the same Java Virtual Machine as caller
application, and the second one is accessing remotely staged GSEngine
Server. The latter one involves several items.

o GSEngine Protocol - a protocol was developed that enables
interaction between caller application and GSEngine Server over a
wire. It defines messages exchanged between the client and the
server.
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o CompTalks - a novel simple framework for specifying interaction
between communicating peers, over which variety protocols may be
defined. It enables pluggable transport layers. The default, built-in
transport employs TCP. GSEngine Protocol was build upon this
framework.

o GSEngine Server - GSEngine core wrapped as CompTalks peer
able to interact through GSEngine Protocol over the wire.

o GSEngine Client - a library that implements GSEngine API that is

able to interact wirth GSEngine Server through GSEngine Protocol
over the wire.

Command line tools - GSEnigne is itself an API and a library that comes
along with the simple command line tools that simply foster the engine to
be launched via command line:

o gsel - a tool to run GSEngine locally only for a one run of given
application.

o gses - a tool to run GSEngine Server that embeds GSEngine and
accepts application evaluation requests.

o gsec - a tool to run GSEngine Client that can interact with remote
GSEngine Server.

o Integration with Shibboleth IDP Client - both ‘gsel’ and ‘gsec’
command line tools are integrated with developed Shibboleth IDP
Client that can authenticate user and acquire Shibboleth handle for
user’s Shibboleth Home Organization.

Security mechanisms in computation access - The GSEngine creates a
global variable that holds the Shibboleth handle. The Grid Operation
Invoker (described later) is able to invoke Grid Operations on “Shibboleth
enabled” Web Services. Such services require a client to authorize by
providing the handle passed by the GSEngine handle. If a computational
resource is indicated as being secured, the GOI transparently includes
Shibboleth handle in the operation invocation.

The future work on GSEngine will be carried out in several directions:

To make GSEngine Server full-featured container providing isolation and
secure sandbox for applications’ runs.

To secured transport layer in GSEngine Server and GSEngine Client
communication.

To desigh and develop a generic user interface libraries to render
application UI on the caller application-side

2.1.2.Data Access Client (DAC)

The Data Access Client provides experiment developers with access to remote
data sources. The DAC is a part of the GridSpace engine devoted to
communicating with the underlying data sources, which comprise the ViroLab

ViroLab
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architecture. Specifically, the Data Access Client currently enables access to the
following:

« Standalone databases - any SQL-compliant database can be directly
referenced from within the experiment script. It is only necessary to
supply the URI at which the DBMS is located and the name of the
database schema in question. Communication is enabled via JDBC,
through JRuby.

« Data Access Service - the Data Access Service overlays a number of
data sources which represent the hospitals participating in the ViroLab
project. It enables secure and uniformized access to hospital laboratory
data, using the REGA schema. As the DAS is exposed as a WSRF service,
the DAC takes care of communicating with this service and formulating the
proper queries. The experiment developer is provided with a simple API
which enables submission of queries using a JRuby data access object.
Security is supported, following integration of the Shibboleth
authentication mechanism. Moreover, the Data Access Client provides
backend implementation for the Data Access Facade, described below.

2.1.3.Experiment Repository (Application Repository
Client)

Application Repository Client is a part of GridSpace Engine responsible for
accessing Experiment Repositories where experiment plans are stored and
versioned. A sample Experiment Repository based on Subversion (SVN) is hosted
by HLRS at and can be accessed through
https://svn.gforge.hlrs.de/svn/virolab/trunk/experiments/. The Application
Repository Client is used by other ViroLab Virtual Laboratory components
whenever they need to access such a repository.

On the current stage of development, the Application Repository Client offers the
following functionality:

» API for Experiment Planning Environment (the integration with EPE is more
widely discussed in [D2.3]) - including: sharing a new experiment plan,
checkout of an existing experiment plan, releasing a new version of an
experiment plan;

« API for Experiment Management Interface (the integration with EMI is
more widely discussed in [D2.3]) - including: listing released experiment
plans and their versions, downloading an experiment plan for execution,
its license file and descriptor, downloading and uploading the experiment’s
feedback file;

« API for the GridSpace Engine experiment interpreter - downloading the
experiment plan for execution;

« Enables Shibboleth authentication (please consult [D2.3]) - a test
repository is available at https://virolab.gridwisetech.pl/shibsvn/testrepo/;

« Implementation for Experiment Repositories based on Subversion (SVN) -
with use of SVNKit [SVNKIT] libraries.

The future work on the component will include new methods facilitating access to
Experiment Repositories and the Application Repository Client configuration.
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2.1.4.Grid Operation Invoker (GOI)

Grid Operation Invoker is a module of the GridSpace Engine that provides a
uniform interface to computational resources within an experiment. It
implements the Grid Object abstraction [VLINV] thus facilitates development and
execution of complex experiments accessing functionality provided by various
remote resources. These resources may use Web Service, WSRF (prototype
support), MOCCA, WTS and LCG (EGEE) middleware technologies. The resource
to be used by an experiment is selected by the GrAppO component at runtime,
its description is retrieved from the GRR and it is accessed in its specific protocol.

Since the 0.2 version of the ViroLab virtual laboratory, the GOI has been
enhanced with the following features:

« prototype support for the WSRF middleware,

» prototype support for asynchronous invocations of operations,

e reporting invocations of Grid Operations (for provenance purposes),
« ability to invoke “Shibboleth enabled” Web Services.

The future work on this component will involve creating introspection into Grid
Object representatives, implementation of an adapter for the AHE middleware as
well as enhancing adapters for WSRF and EGEE.

2.1.5.GridSpace Application Optimizer (GrAppO)

The GridSpace Application Optimizer [Malawski07] component is responsible for
choosing a suitable service which will be used to perform Grid Operations by the
Grid Operation Invoker - GOI. To facilitate this choice, GrAppO should use the
Grid Resource Registry, monitoring system and provenance system.

The following features have been added since the 0.2 version of the ViroLab
Virtual Laboratory:

« Passing the GRR location as an argument from GOI - enhanced
configuration

* Prepared integration with monitoring system (see section 3.3)

The future work on the GridSpace Application Optimizer will include performing
further integration with monitoring system and starting integration with the
provenance system.

2.1.6.Grid Resources Registry

Grid Resources Registry is a component where information about accessible
computational resources is stored. Thanks to integration with EPE, Ontology
Browser and GSEngine it hides the complexity of used technology from the user
and allows to focus on functionalities provided by the resources instead of the
way of invoking them (for more information see [D3.2] and [D3.3]).
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Version 0.2 of the Grid Resources Registry, which was described in [D3.3], has
been improved by adding the following functionalities:

e Grid Resources Registry core:

o Support for new technology: WSRF

o Integration with monitoring and provenance system

o mechanisms that allow to manage information stored in the registry
e Grid Resources Registry EPE plug-ins:

o Admin plug-in (allows to add/edit/remove Grid Objects, Grid Object
Implementations and Grid Object Instances).

o Integration of Admin plug-in with Resources Browser plug-in (for
more information about admin plug-in see tutorial available on
[VIROLAB-VL])

The following enhancements are planned for the last year of the project:
» Resources Registry core:
o Further integration with monitoring and provenance systems

o Better support for MOCCA components (by providing a list of known
H20 kernels where components can be deployed)

» Grid Resources Registry EPE plug-ins:
o Support for ctr+space action in the script editor

o Allow to create Grid Object, Grid Object Implementations and
Instances from WSDL web services description.

2.2.Data Access

Most of the Data Access Service interfaces haven’t change since the previous
release. Nevertheless, some of the existing functionalities have been extended
and/or re-implemented in order to enhance the reliability and scalability
[Assel07] of specific parts and to fix some minor bugs. Additionally, new service
capabilities have been developed and introduced guaranteeing a certain level of
security and trustworthiness [Assel06] for both service users and (data) resource
owners. The access to the service is now created and granted on-demand based
on the current user’s context. This means that each requestor who has been
initially authenticated and successfully authorized is exactly matched with one
unique instance of the service, which is accurately and only reserved for the
respective user. Furthermore, to facilitate the interaction with the services, some
of the annoying features like the separate instantiation of each service resource
have also been passed from the user’s site towards the internal service
responsibilities. Finally, the authorization interfaces have been adapted to
Shibboleth’s authentication and attribute exchange framework (as introduced by
WP2) to allow Single Sign On and attribute-based access control [D2.3] for all
users of ViroLab’s virtual laboratory.

Future developments planned for Data Access shall continually improve the
reliability and scalability of the individual services’ capabilities as well as increase
the data submission performance by processing queries in parallel instead of
submitting requests one after another. The basic user authorization shall be
handled by an external component - a policy decision point [Kipp07] - which has

ViroLab D3.4 -version 1.0 Page 14 of 44


http://dict.leo.org/ende?lp=ende&p=eL4jU.&search=improve
http://dict.leo.org/ende?lp=ende&p=eL4jU.&search=continually

been already tested but still needs to be integrated with the corresponding
service interfaces. The management of appropriate access control policies shall
be supported through a nice and user-friendly graphical user interface allowing
the fast, easy and dynamic generation, change, and upload of particularly
designed policies in order to provide more flexibility in administering distributed
data resources within a collaborative working environment such as ViroLab.

2.3.Provenance

Since the previous release, most basic PROToS functionality has been in place.
Thus, all changes applied thereafter concentrated on technical details. Firstly, we
have built a number of tools to quickly build and deploy the PROToS components.
Because PROT0S architecture is inherently distributed, this was crucial for swift
integration and testing. Secondly, all of systemm components have been prepared
for one-file distribution. This enabled us to deploy the PROToS on the main
CYFRONET's ViroLab server where all ViroLab virtual laboratory components are
integrated. Much work has also been dedicated to unit testing of PROToS code.
Our system is fairly complicated (both in terms of code lines and algorithms
implemented), so the achievement of a successful, bug-free processing of data
from Virtual Laboratory monitoring system was a big challenge.

In parallel, the provenance team has also been developing ontologies used for
semantic modeling of experiments, data and specific applications. Since our last
report, we have updated our generic experiment and data ontologies. We have
also created additional application-specific models: for Drug Ranking System and
genotype-to-DRS scenarios, which also use REGA tools. These lie on the base of
integration with application running in our GridSpace Engine.

2.4.Development status summary
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Figure - 3: Current status of the development

Figure -3 shows an overview of the current state of development of individual
packages an